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Approach
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\/
We analyse the value of risk mitigation measures for

terrorist attacks with Improvised Explosive Devices (IEDs)
for an iconic bridge structure.

= Decision maker is an authority responsible for the
societal safety of the infrastructure.

= Mitigation strategies are protection measures and
control, i.e. information acquirement

= The probability of collapse is calculated with the hazard
H and the threat T events

P(Xl): P(Xl| H)-P(H |T)-P(T)



Approach

Strategies The value of the protect and control strategies is
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Strategy protect
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Results for strategy protect

Sebastian Thons

-0.0012 AR

. . 4 : .
_0.0014005 0.25 0.45 0.65 0.85 B,

-0.0016
-0.0018

-0.002
-0.0022

Risks and expected costs

-0.0024

-0.0026

-~ P(T)=1.7-10° — = P(T)=2.0-10"— P(T)=3.0-10"

WG4 and WG5 Workshop, March 2018



Strategy control \
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Results for strategy control
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Conclusions \

1. The threat probability assumption is critical and usually unknown.

2. The implementation of mitigation strategies should not just be based not the maximised expected value.
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Standardisation requirements

1. Background for efficiency and implementation of protective should be clarified.
2. Rules for implementing mitigation measures should be derived and incorporated to standards.

3. Decision theoretical efficiency assessment should be allowed for “overruling”.

Sebastian Thons WG4 and WG5 Workshop, March 2018

10



-
=
—

It

Thank you for your attention.

Engineering Risk and
Decision Analysis
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